PREERMEZL (MOKCPESA LUK RGN X/ -6Y4-L B DN PRO*A G. 0 MBS CRE |

| AT s a)

FIRDK = = vt D= =S ¢ T [rmE=x ol S SER e G5BT E A W oS K -Osx)

(S Tt AcAlltaooxs=a

ot e & 1T e L R T RS MY K T IO LT R
e i bR [ he-ren il 2 B2V s v AkIE- Fakiosxg SRy wlerms
R T EXRR
b v T snlRe.
b3 [ (e e BT
VYR RERPZLDRELr KIS A 3WP3rys™ =z eV 7 bl Amio

2F15 L Sikid] 2l \ -

AR HE S FEE [ sttt Y00 Mttt - LU OISttt (€] A1, Lt T

1 1=sRE WiE TR 0SSy - YeRIERYEZFEDORKCT EEtraer G v -s4 - BT on eRota 6 n—.:»u..p 2
2 ST R U ND e s, s ey . = —

oo-. BV F fo="TeIEHCy N Rr{IeE"Fon U {7y -ECenT B xIEDE

A =XERS

AN RS- B AT S0
= ) it skl Lz
2l ERC T AEeRSn - Ui L .

8 - e S =T e UL AT SOKSH OIMIY AR J S e 2L T 6

i e funzae |l bE ROl R B2y ALIE - 3XNOXY, 52 HRY L PRMS
iR

> BN Z P L T (2 2 L 06 K -OSx)

\

Awareness

F v14 T eolRE AN oo- R4 o= TeRIEHC, ~HE rileE"Pon u af7Lr-EceoTed ,.\._ﬂﬂ EAMZ3A MO HSLMEL H FESLFT LI, E/
sicadth- et ] TULTTIE
- VYKL RERTFZEOKELN WS A 303k 4s" 2 el & al_Smio
SF14 5 Sid] AN\ it
HOSK B S e R [ BEIE K %0 Mm-S saiEa, [ ¢ / X
A uRE AL A TR InSULIXE e L = %o 2 R/PE OX3 1Y : POR. A e =ET]

S TR -t T

Fllrw=n%e§

{A ChIasaEY. Y09E0. S0
hao, 2 13818 1Eaea.a03 X Bags. Hos. Haa susas

P .F.u&J a

As T ] :Hja.
AEoT, Te - < : VAR ET LR
TEI "R ™EL A vH MOsT ™

=ETLaEEa.aa
SES, ISHESUEE .

SEFESH MAaL O 0 EFF IS0
vy Yeptom
r.mvawwNX+IT.Ir1—.....Ia < wlfmtﬂ A DZE et
h‘ !
=~ & Mgy =
LISP A SAMLLE T NE_REEUEaS- 3T 1

0 RHR'BR
] m3zh A e -ESsSz=mUR TR NER)

¥ moaA sl .ﬁﬁt

1 OuSEER FLUCMSRAR s
[= SRS ST TS e T S

d.rAXuW N _o
e )

H BrrsOu

Al 11 > © Ml T }
A A 111 P60 T 2HX SIS =0 -

AL G I

IXERN jrﬁ UHE_-H-]M ESSHITPIG Ao Sa N30 L SHX MME "SU AF3INCE
HHE [ TEEKMNEEMOFPITT MG > e 011

ST

220, B20 SEIF XOghdaNme 3 L M ST 0 U GELCS- s B PGID 3
~ NERSFUPSH O ITDBa. 11 (X1 fr-.-—ﬁ-n.l-mm:_y HIMLP CeK G MMM Rkl O IEK -1
.Jl

et

BB+ i ODH {, ¢ I *F&,/n-.lr-lﬁ LIrmnTe

L NS PO E e _nHI\‘

=[=lupi=E =T e =] _um—m-.ui-uml.ulnun‘

{H_CAREPaed A0380° A0S 30 B = *IIAIA"IIAIL" S as o L e WE NN
art ) e T G ~:../D:Hn_uﬂ~ ~ —
(ML HNMXAY " HNAL PG, " HEX M -
CLU HZ e (=10, PRNTTTSEN- N -4
M MEBWaC G a3 .
/T3 R T S G LI 5 5. 2 PG e S8 T 500 SHX MM S A0 € B T
A-° MO SO

2021

12 Cyber

UL} 4 /haddia NIT 3N SR E

N E Bk go0 ] PoeL]

HES EU [T EMS XHatt L. X - Ty, | &5 €

=iF M a3 =N/ >
EHGSPRDRKENXMZHE 3NT:3ARA2, S ERLA P11 &L 4
N

=N NPT
{1 OO~ BN 0=, L PIEHCT

B = XEN
BHCAT
MR- Ir (]
O3 wmid L PO NE PEE
TP X5 XK

= MG RGN T O {5 - G SR BT T LS I HEPHETT Hs = JEES aPsL P B

THXPACHE 55 LI M = ‘(lllll

WO T L1 PSS b
3

PO YT i VI TP Yl T ] e = aln=i+ ,Eﬂ\ apes S 6 L[, S AT Ok A1)

: M NS B L 2T B A M T ZOEE, . L -
L —
L \ \
RUGESEN 3| CF4 S ey A \
ALd A2 - SPM AESARST ﬂvﬁ;-ﬂim DHTTERILE MO - B[ B GU MO M 2 Oy HFRPEIH = > \h{ -

WS P E T M e O P DO T O EATTTEE ] €. .

L EBULIT S8 SR SN
SPL AR L CAGEL UL Y

LTV P MO

/

4] BN/ > it .
© -
{eb SPDKEM XM H INT:INA2, S ENLAS B S0 y
IR
SHA DD B 10=, LPIEHCT p 2 MOSE LGN, T, T{arn - S S0L B SH-XINE FUS3 W ESPHCT Ho: =B PR P (EX.
S e U e 2 AR E A aFE - YA S i e

New Mexico K-
Security Awareness
Strategic Plan 2020 -

L ot e LA I R L MR, ULLIN 341, T AP TS T LI
BALE A AT ST e P i

U DK B ST TR e Rty

HZ [E 54— P~ 35U [ JAGNE - i HA[ ORI L[ T3 D) ] RPHMS e  TAXUZEG ELLE, SO T 00K -02X)

il kb Ad L il PP p—



Table of Contents

EXECUTIVE SUMMARY .....cuvrumueuesssssssssssssssssessessessessessessessessessessessessesssssssssssssssssssssssssassssessessesssssessessessessessessessesses 2
INTRODUCTION ....cueueueuesesessessssssssssssssssssssssssssssssessessesss s ssessessssssssssssssssssssssssssssssssssassassssssnsssessessessessesssssessessesens 3
MISSTON AND VISION .....covureuernessessssssessssssessssssessssssssssssssssessssssessssssesssssssssssssssssssssssessssssesssssssssssssessssssessasssessssaneans 3
2020 = 20271 STRATEGIC GOALS ....reurereresresesessesse e ssessessssssssssssssssssssssssssssssssssssessessessesssssessessesssssessesssssssans 4
STRATEGIC GOAL 1: ADOPT INFORMATION MANAGEMENT POLICIES, GUIDANCE, AND BEST PRACTICES......... 4
STRATEGIC GOAL 2: SAFEGUARD INFORMATION SYSTEMS AGAINST CYBER THREATS .......ccocoveirevmensrnsrresressessesensens 5
STRATEGIC GOAL 3: DEVELOP INCIDENT RESPONSE, TRIAGE, AND RECOVERY TEAMS.......ccoovmnensnmnnnencnsrsesesenns 5
STRATEGIC GOAL 4: FOSTER PARTNERSHIPS TO STRENGTHEN CYBER ECOSYSTEM.......cccocnsemermmessesnessessnssssessessees 6
STRATEGIC GOAL 5: CHAMPION CYBERSECURITY EDUCATION AND TRAINING.....ccsuummrmmrsmerssessmessmsssssssesssessssssssnsanes 6
CONCLUSION ......ccurtureureuressessessessessessessssssssssssssssssessessessessessessesssssessessessessessessessessssssssssssssssasessssssssesnessessessessessessesseseses 7

NM K12 STRATEGIC PLAN 2020-21




Executive Summary

“The advent of networked technology has spurred innovation,
cultivated knowledge, encouraged free expression, and increased the
Nation’s economic prosperity. However, the same infrastructure that
enables these benefits is vulnerable to malicious activity, malfunction,
human error, and acts of nature, placing the Nation and its people at
risk. Cyber incidents are a fact of contemporary life, and significant
cyber incidents are occurring with increasing frequency, impacting
public and private infrastructure located in the United States and
abroad.” Presidential Policy Directive/PPD-41.

Malicious cyber activities are conducted for a variety of reasons
including: financial gain, information/intellectual property theft,
activist causes, to disable computer systems or to disrupt critical
infrastructure and vital resources of a government or organization.

To address the increasingly diverse cyber threat environment, the
New Mexico K-12 task force will implement a comprehensive cyber
strategy to deter state and non-state actorsfrom conducting malicious
cyber activity against New Mexico K-12 and its interests.

The task force will invest in a framework to enable the New Mexico
K-12 to work with public and private stakeholders to effectively
respond to and mitigate the impact of cyber-attacks in New Mexico.

The specific goals outlined in this strategy represent the first step to
realizing an improved cyber security posture across the State of New
Mexico K12 community. This document identifies essential and
achievable goals to enable and empower K12 entities across the State
of New Mexico to improve their unique cyber security posture.
Further, this strategy contains goals for improving cyber security
education, training, and bolstering the cyber security workforce in
New Mexico.

“Cyber threats are already
challenging public trust and
confidence in global
institutions, governance, and
norms, while imposing costs on
the U.S. and global economies.
Cyber threats also pose an
increasing risk to public health,
safety, and prosperity as cyber
technologies are integrated
with critical infrastructure in
key sectors. The threats are
amplified by our ongoing
delegation of decision-making,
sensing, and authentication
roles to potentially vulnerable
automated systems. This
delegation increases the likely
physical, economic, and
psychological consequences of
cyber-attacks and exploitation
events when they do occur.”
Daniel R. Coats, Director of
National Intelligence, 2017




Introduction

The inception of the New Mexico K12 task

_ e “At the end of the day, cyber security is not about
force stems from necessity at the District

_ _ technology, it’s about managing risk.” Brigadier General
level to champion cyber security across (retired) Gregory J. Touhill - the first Chief Information

the State of New Mexico. Announced as a Security Officer (CISO) of the United States
joint memorial in 2020 - SJM 4 216534.1.

The task force will work with state and partners for the synchronization and coordination of strategic
cyber security initiatives within New Mexico. The task force will not replicate existing programmatic or
budgetary mechanisms, or interfere with previously defined cyber security roles; rather, it will provide a
single platform to integrate K12 cyber security initiatives, manage strategic policy and planning, and
streamline cyber security governance structures. Further, the task force will provide advice and
recommendations on key cyber issues to other K-12 entities along with the Governor’s Office, New
Mexico State Legislature, state agencies, political subdivisions and tribal governments.

Mission and Vision

K12TF Mission: Utilize new and existing resources, aided by the NM Higher Education community to
augment local Districts and to help educate them with new strategies and tools to mitigate threats.
To work in collaboration with the New Mexico PED and DolT for Cyber Defense Coordination serves
as the primary point for cyber security strategy, policy, planning, and coordination for the State of
New Mexico.

K12TF Vision: To become a K12 leader in cyber security information management, by coordinating
information, enabling effective risk management decisions, addressing cyber threats and advancing cyber
security education and training. Key objectives include:

‘ Create statewide

education, training,
and workforce

- development
4 Establish strategic Initiatives
partnerships and
‘ Improve New information sharing
Mexico’s ability to environments with
1 effectively defend Federal, State, Local,

itself and efficiently Tribal Governments
Develop strategies, respond to cyber and private sector
standards, and best threats stakeholders
practices to mitigate

risk




2020 - 2021 Strategic Goals

Strategic Goal 1: Adopt Information Management Policies, Guidance, and Best
Practices

Current governance mechanisms require modernization and enhancement to meet the dynamic cyber
threat landscape. As an example, recent data breaches across New Mexico highlight the need for
improved governance structures and the elimination of silos. K12TF will develop methodologies to
standardize cyber security practices by reviewing policies, regulations, emerging technologies, and
best practices.

e Goal 1.1: The K12TF will develop a framework to complement existing business and cyber
security operations in a holistic effort to identify, assess, and manage cyber security strategy
and risk for K12 organizations in the State of New Mexico and its interests.

e Goal 1.2: Develop cyber security performance measurements to inform decision-making,
highlight value, and ensure accountability.

o As stewards of public funds, it is the responsibility of this group to establish clear
and tangible cyber security objectives with measurable outcomes to the extent
possible.

e Goal 1.3: Develop, in coordination with school districts’, recommendations regarding
State of New Mexico cyber security funding appropriations. Additionally, K12TF will
ensure state investments are aligned to support a K12 whole-of-education approach to
effective cyber security efforts.

e (Goal 1.4: Craft or enhance continuity of operations plans and procedures to enable the State of
New Mexico K12 to conduct business activities within a degraded or disrupted cyber
environment, in the event of a successful cyber attack.

e Goal 1.5: K12TF will leverage private sector cyber security subject matter experts for input on
trending cyber threats, best practices and guidance, and to perform unique ad hoc support and
enhance the limited cyber security workforce, as necessary.
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Strategic Goal 2: Safeguard Information Systems against Cyber Threats

Protection of New Mexico’s K12 critical

information resources is paramount to “The evolution of ransomware in 2017 should remind us of
New Mexico’s growing economy, health, how aggressively a threat can reinvent itself as attackers
and public safety. As part of this strategy,  dramatically innovate and adjust to the successful efforts of
K12TF will work with key allies and defenders,” Steve Grobman, Chief Technology Officer,
partners to build networked cyber McAfee, LLC

security capacity in an effort to secure
critical infrastructure and key resources
which New Mexico depends on

for the continued delivery of essential services.

e Goal 2.1: K12TF will develop methodologies to efficiently evaluate New Mexico K12
information systems, in addition to associated policies, procedures, identified gaps, overlaps,
conflicts, and areas in need of modernization. As part of this goal, K12TF will:

o Assess the cyber security posture of individual state K12 Districts and associated
strategies and assess the ability to deter bad actors from conducting successful cyber
attacks against K12 and its interests.

e Goal 2.2: Understanding the wealth of unique state business operations/objectives, legal and
regulatory requirements, and organizational constraints, K12TF will establish risk-based
assessments of information systems operated and maintained by state agencies.

o Through the K12 district assessment process of identification and prioritization,
K12TF will develop strategies to mitigate identified security gaps and risk to
critical and non-critical assets.

e (Goal 2.3: Develop a cyber threat intelligence sharing platform to aid in situational awareness,
risk management, system readiness, and identification of appropriate controls, as funding
permits.

e (Goal 2.4: Develop processes to accelerate notification of cyber security incidents to state and
partner entities.

Strategic Goal 3: Develop Incident Response, Triage, and Recovery Teams

In an effort to address and respond to identified cyber attacks, K12TF will try to help mitigate the impact
of cyber incidents through the creation of cyber response teams, with a focus to expand continuity of
operations, reduce impact time, and increase resiliency. Cyber attacks are more dynamic than traditional
threats and require timely response. Development of a response governance structure to adequately
prepare and secure the State’s K12 environment in an evolving threat landscape is paramount.

e Goal 3.1: Work to create cyber incident response teams with elements of the
Department of Public Education and Department of Information Technology; additional
team participation from federal, state, local, tribal governments and private-sector
elements, as appropriate.

e (Goal 3.2: Ensure recovery elements have clear understanding of organizational key assets,
risk assessments, threat landscape, potential impact, and current controls in place to
protect assets.

5




Goal 3.3: Develop defined protocols and responsibilities for responding to cyber
incidents/attacks.

Goal 3.4: Develop and coordinate cyber security incident response training exercises with
state and non-state partners to mature cyber response capabilities and readiness.

Strategic Goal 4: Foster Partnerships to Strengthen Cyber Ecosystem

The cyber ecosystem encompasses a variety of diverse contributors - federal, state, local, tribal
government, and private-sector partners. Achieving a successful cyber security ecosystem relies, in part,
on extensive and resilient partnerships that cultivate innovation, information sharing, and best practices.

K12TF will initiate a series of programs to create a healthy cyber ecosystem with a focus on
collaboration in real-time to anticipate and prevent cyber-attacks, limit the spread of attacks across
participating devices, minimize the consequences of attacks, and recover to a normal environment.

Goal 4.1: K12TF will develop a framework through integrated capabilities and robust
partnerships with federal, state, local, tribal government, and private-sector entities to
strengthen and defend New Mexico schools from cyber-attacks.
Goal 4.2: To improve New Mexico’s schools cyber defensive posture, K12TF will generate
partnerships and strategies with schools to develop intelligence information sharing
methodologies to disrupt or deter cyber-attacks before they impact New Mexico K12.
o K12TF will further develop in partnerships for the management and

exploitation of cyber threat information aggregated through information

collaboration and relationships.
Goal 4.3: To improve cyber threat situational awareness, K12TF will develop strategies
to leverage continuous, automated, and standardized mechanisms for sharing critical
information with stakeholders across the State of New Mexico.

Strategic Goal 5: Champion Cyber security Education and Training

To overcome the global cyber security skills shortage, New Mexico must rely on the development of an
effective local cyber security workforce. K12TF will champion programs that help New Mexicans find the
education and training they need to advance their careers to help reduce the skills gap in the field of
cyber security. Specifically, K12TF will promote robust cyber security education, training, and workforce
development initiatives through comprehensive partnerships in academia, local government, and private
sector entities to cultivate a highly capable cyber workforce.

“Unfortunately the pipeline of security talent isn’t where it needs to be to help curb the cybercrime
epidemic. Until we can rectify the quality of education and training that our new cyber experts receive, we
will continue to be outpaced by the Black Hats.” Robert Herjavec, founder and CEO at Herjavec Group




e (Goal 5.1: K12TF will help develop K12 cyber education initiatives in
partnerships with New Mexico colleges and universities to aid in the
development of a robust cyber workforce.

e (Goal 5.2: Research long-term cyber workforce needs for New Mexico, and develop
initiatives with government and not-for-profit workforce development agencies to
encourage and strengthen advancement of cyber security careers.

e (Goal 5.3: Create programs to inspire cyber security career awareness with students in
elementary schools, stimulate cyber security career exploration in middle schools, and
enable cyber security career preparedness in high schools.

e (Goal 5.4: K12TF will raise awareness of the National Cyber Security Workforce
Framework and encourage adoption.

e (Goal 5.5: In collaboration with partner organization, K12TF will develop a training
environment to conduct cyber attack exercises, experimentation, forensics, and assessment
of cyber tactics, techniques, and procedures.

Conclusion

Legacy governance structures and policies will continue to prove ineffective in a dynamic cyber threat
environment. Greater reliance on mobile devices, advances in artificial intelligence, expanded use of
internet-of-things (IoT) connected devices, and the digital-physical world will further stress cyber
security policy frameworks.

The development of a common language for internal and external communication of cyber security
issues, efficient sharing of cyber threat information between stakeholders, improved situational
awareness, and execution of best practices will be paramount for the successful strengthening of cyber
security in New Mexico.

The goals outlined in this strategy represent the first step to realizing an improved cyber security posture
across the NM K12 community. For the New Mexico K12TF to succeed in meeting these goals, leaders
from across the state must take action to achieve the objectives outlined in this document. Additional

resources, collaboration, execution, and accountability will prove vital for the success of these initi 2t m
The cyber threat environment can change rapidly. We must remain dynamic, adaptable, and ten /
enhance and drive the cyber security parad‘ifm forward.
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